Archbishop Beck Catholic College Long Term Plan for Level 3 IT - New AAQ

Year 12

Autumn Half Term 1

Half Term 2

Key Vocabulary/Reading Opportunities

Unit 1

A: Explore the concepts and implications
of the use of, and relationships among
devices that form IT systems Al
Functions and use of digital devices, and
the notation used to represent the design
of IT systems Students should apply their
knowledge and understanding of the
features and uses of digital devices in IT
systems to meet the needs of individuals
and organisations. Students should apply
their knowledge of notation used in
designing IT systems and flowcharts. This
knowledge is essential for the effective
use of technology in both personal and
professional settings.

Al.l Features of digital devices that form
part or all of IT systems:

Al1.1.1 personal computers.

Al1.1.2 multifunctional devices.

A1.1.3 mobile devices.

Al.1.4 servers - file - application + web
Al1.15 entertainment systems.

A1.1.6 digital cameras - still « video.

A1.1.7 navigation systems.

A1.1.8 communication devices and systems.
A1.1.9 embedded systems - Sensors *
Internet of Things (IoT).

Unit 1

A5 Emerging technologies, students should
understand how emerging technologies can
be used by individuals and organisations.
AB.1 The concepts and implications of how
emerging technologies and artificial
intelligence (AI) affect the performance
of IT systems. A5.2 Implications of
emerging technologies and AT on the
personal use of IT systems. A5.3
Implications of emerging technologies and
AI on the use of IT systems in
organisations.

B: Transmitting data - The essential
content topics require understanding of
the concepts, processes and implications
of transmitting data within and between
IT systems.

B1 Connectivity.

B1.1 Wireless and wired methods of
connecting devices and transmitting data
within and between IT systems.

B1.1.1 Bluetooth.

B1.1.2 USB.

B1.1.3 Wi-Fi.

B1.1.4 Ethernet.

B1.2 How the features of connection types
can meet the needs of individuals and
organisations.

e Primary keys,
o Foreign keys,
e Composite keys

e Indexing
e Tables
e Fields

e Data types,

e Validations,

e Relationships,

e Stages of normalisation
e Creating tables

e Creating queries

e Creating forms

e  Creating reports

e Validation

o Inferface




Al1.2 Function and use of the above digital
devices for: A1.2.1 personal.

A1.2.2 education and training.

A1.2.3 social.

Al1.2.4 reftail.

A1.2.5 manufacturing

A1.2.6 healthcare.

A1.2.7 creative tasks.

A1.2.8 automation and robotics.

A1.3 Forms of notation used to design IT
systems: A1.3.1 network diagrams.

A1.3.2 flowcharts.

A2 Peripheral devices and media, students
should apply their knowledge and
understanding of the features and uses of
peripheral devices and media in IT systems
to meet the needs of individuals and
organisations.

A2.1 Features and uses of peripheral
devices used with other digital devices to
form part of an IT system: A2.1.1 input
devices.

A2.1.2 output devices.

A2.1.3 storage devices.

A2.2 Assistive technologies.

A2.2.1 adaptive keyboards.

A2.2.2 screen readers.

A2.2.3 braille displays.

A2.2.4 screen magnifiers.

A2.2.5 head pointers.

A2.2.6 single switch entry devices.
A2.2.7 foot switches.

A2.2.8 sip-and-puff switches.

B1.3 Implications of selecting and using
different connection types.

B1.4 Impact of connection types on the
performance of an IT system.

B2 Networks Students should know the
concepts and implications for individuals
and organisations of connecting devices to
and from a network.

B2.1 Network topologies: B2.1.1 star,
B2.1.2 ring, B2:1.3 bus, B2.2 Types of
networks: B2.2.1 Personal Area Network
(PAN), B2.2.2 Local Area Network (LAN),
B2.2.3 Wide Area Network, (WAN), B2.2.4
Virtual Private Network (VPN), B2.3
Factors affecting the choice of network:
B2.3.1 user needs, B2.3.2 specifications,
B2.3.3 connectivity, B2.3.4, cost, B2.3.5
efficiency, B2.3.6 compatibility,

B2.3.7 implementation + timescales -
testing + downtime, B2.3.8 productivity,
B2.3.9 security.

B2.4 How the features of a network and
its component parts affect the
performance of an IT system.

B3 Issues relating to transmission of data
Students should know and understand how
the features and processes of data
transmission affect the use and
performance of IT systems.

B3.1 Protocols used to govern and control
data transmission for common tasks: B3.1.1
email - SMTP - POP - IMAP.




A2.2.9 eye-tracking software

A2.2.10 text-to-speech software.

A2.3 Characteristics and implications of
storage media used to form part of an IT
system.

A2.3.1 capacity.

A2.3.2 cost.

A2.3.3 speed.

A2.3.4 compatibility.

A2.4 Data processing.

A2.4.1 manual.

A2.4.2 automatic

A3 Computer software in an IT system,
students should know and understand the
concepts, implications and impact on
individuals and organisations of the use of,
and relationships between hardware and
software.

A3.1 Types of operating systems: A3.1.1
batch.

A3.1.2 distributed.

A3.1.3 multitasking.

A3.1.4 network OS.

A3.1.5 real-time OS.

A3.1.6 mobile OS.

A3.1.7 single use.

A3.1.8 multi-user.

A3.2 Role of the operating system in
managing: A3.2.1 networking (protocols,
connections, data transmission and
reception, resource allocation and
monitoring).

B3.1.2 voice and video call over the
internet.

B3.1.3 web pages + HTTP - HTTPS B3.1.4
secure payment systems.

B3.2 Security issues and considerations
when transmitting data over different
connection types and networks.

B3.3 Factors affecting and implications of
bandwidth and latency.

B3.4 Implications of common file types and
formats used for: B3.4.1 images, B3.4.2
audio, B3.4.3 videos, B3.4.4 application
software, B3.5 Factors affecting the
choice of compression types: B3.5.1 lossy,
B3.5.2 lossless, B3.6 Use and implications
of codecs when using and transmitting
audio and video in digital format.

Unit 3

A2 Planning a website in response to a
client brief - Establishing the client's
requirements: o purpose, to include: -
problem to be solved - key messages - user
motivations and goals o intfended audience
o technical requirements

Research to identify new ideas: o existing
websites o content ideas o available
resources o legal and ethical constraints: -
copyright - data protection - digital
accessibility - inclusive and diverse
content and representations « Structuring
the website: o site map: - number of pages
- confent and features - site navigation.




A3.2.2 security (access control, malware
protection, encryption, firewall).

A3.2.3 memory management (allocation and
deallocation, memory protection, virtual
memory, swapping and paging).

A3.2.4 multi-tasking (process scheduling,
CPU time management, context switching).
A3.2.5 device drivers (installation and
loading, communication, driver management
and updates, error handling, resource
allocation).

A3.2.6 user accounts (user authentication,
user profiles, account management tools).
A3.3 Types, uses and features of
software: A3.3.1 utility A3.3.2 application.
A3.4 Factors impacting the choice and use
of operating system and application
software.

A3.4.1 cost.

A3.4.2 security.

A3.4.3 hardware and software
compatibility.

A3.4.4 features.

A3.4.5 business and/or user needs.

A3.4.6 performance

A3.5 Types of user interface and factors
affecting the choice of user interface:
A3.5.1 command line.

A3.5.2 menu-driven.

A3.5.3 graphical user.

A3.5.4 touchscreen graphical user.

A3.6 Principles and implications of open
source and proprietary software:

AP 2 Assessment




A3.6.1 operating systems.

A3.6.2 application software.

A3.7 Features of common file types and
formats used for: A3.7.1 images.

A3.7.2 audio.

A3.7.3 videos.

A3.7.4 application software

A4 Choosing IT systems, students should
know and understand how the features of
an IT system can affect its performance
and the factors impacting on the choice.
A4.1 Factors affecting the choice of IT
systems: A4.1.1 user needs.

A4.1.2 specifications.

A4.1.3 compatibility.

A4.1.4 connectivity.

A4.15 cost.

A4.1.6 efficiency.

A4.1.7 implementation + timescales *
testing * migration fo new system(s) -
downtime.

A4.1.8 productivity.

A4.1.9 security.

A4.2 Features and implications of IT
systems used by organisations for: A4.2.1
stock control.

A4.2.2 data logging.

A4.2.3 data analysis.

A4.2 .4 general office tasks.

A4.2 5 creative tasks.

A4.2.6 advertising.

A4.2.7 manufacturing.

A4.2.8 security.




A4.2.9 automation.

A4.3 Impact and implications for
organisations of IT systems in terms of:
A4.3.1 user experience * ease of use *
performance - availability * accessibility
A4.3.2 employee and customer needs.
A4.3.3 cost.

A4.3.4 implementation + timescales -
testing *+ migration to new system(s) -
downtime.

A4.3.5 replacement or integration with
current systems.

A4.3.6 productivity.

A4.3.7 working practices.

A4 3.8 staff training needs - Initial -
ongoing.

A4.3.9 user support.

A4.3.10 security.

Unit 3

Learning aim A: Understand how the
principles of website development are used
to create effective websites.

Al Purpose and principles of websites -
Purpose and audience: o purpose of
websites, to include: - eCommerce - to
provide information - o promote products
or services - to provide entertainment o
target audience, to include: -
demographics - user personas. * Principles
of website development: o page layout, to
include: - F-Shaped pattern - Z-shaped
pattern - grid layout - visual hierarchy -




grouping elements - separating content -
unconventional layouts o navigation, to
include: - fixed/sticky navigation bars -
vertical navigation - hamburger menu -
logical navigation o content, to include: -
written content - visual content - calls-to-
action o design, to include: - typography -
colour scheme.

user experience: - accessibility, fo include:
colour contrast , colour combinations,
closed captions, transcripts, keyboard-
only, navigation, breadcrumbs,
customisable features - consistency, to
include: branding, page layout, design, User
Interface (UI) elements - user-friendly,
to include: simplicity, intuitive, engaging,
responsive - use of motion and movement,
to include: micro-interactions, animation,
parallax scrolling, image sliders, purpose of
motion o dynamic websites, to include: -
customised user experience - controlled
access to content o cross-browser
compatibility, to include: - reducing
discrepancies in different browsers -
mobile compatibility o search engine
optimisation.

APl Assessment

Spring Half Term 3

Half Term 4

Key Vocabulary/Reading Opportunities

C: Operating online -The essential content
topics require understanding of the
implications for individuals and

D: Protecting data and information The
essential content topics require
understanding of the issues and

Facebook
Twitter




organisations of using online IT systems.
C1 Online systems Students should know
and understand the features, impact and
implications of the use of online IT
systems to store data and perform tasks.
C1.1 Cloud computing models.

C1.1.1 private cloud.

C1.1.2 public cloud.

C1.1.3 hybrid cloud.

C1.1.4 Infrastructure as a Service (IaaS).
C1.15 Software as a Service (SaaS).
C1.1.6 Platform as a Service (PaaS).

C1.2 Impact and implications of using cloud
computing for individuals and
organisations.

C1.3 Systems that enable and support
remote working: C1.3.1 VPNSs.

C1.3.2 remote desktop technologies.

C1.4 The way factors affect the use and
selection of online systems: C1.4.1 security
C1.4.2 cost.

C1.4.3 ease of use.

C1.4.4 features.

C1.4.5 connectivity.

C1.4.6 scalability.

€2 Online communities Students should
know and understand the features of
online communities and the implications of
their widespread use for individuals and
organisations.

C2.1 Ways of communicating and
interacting with online communities: €2.1.1
social media.

implications of storing and transmitting
information in digital form.

D1 Threats to data, information, and
systems Students should know and
understand the types of accidental and
malicious threats to the security and
integration of data, held in and used by IT
systems.

D1.1 Types of external threats to data:
D1.1.1 viruses and other malware.

D1.1.2 unauthorised access - hackers.
D1.1.3 accidental damage.

D1.1.4 social engineering.

D1.1.5 natural disasters

D1.2 Types of infternal threats to data:
D1.2.1 access to inappropriate websites
D1.2.2 accidental disclosure of data.
D1.2.3 stealing/leaking information.
D1.2.4 use of portable devices

D1.3 Impact on individuals and
organisations from threats to data,
information and systems: D1.3.1 loss of
data.

D1.3.2 financial loss due to legal action.
D1.3.3 loss of customers due to public
image.

D2 Protecting data Students should know
the uses and implications of systems and
procedures used to protect the data of
individuals and organisations.

D2.1 Techniques used fo protect data and
systems: D2.1.1 file permissions, D2.1.2

Instagram

Posts

Insights

Target audiences
Social media
Tweet

Instant messenger
Indirect advertising
Direct advertising
Traffic
Endorsement
Information
Website
Brochures

Business cards




€2.1.2 blog/vlog.

€2.1.3 wiki.

C2.1.4 chatrooms.

C2.1.5 instant messaging.

C2.1.6 podcasts.

C2.1.7 forums.

C2.2 Considerations for individuals and
organisations of using and accessing online
communities: C2.2.1 user experience * ease
of use * performance * availability *
accessibility.

C2.2.2 meeting user needs.

C2.2.3 cost.

C2.2.4 privacy.

C2.2.5 security.

C2.2.6 downtime.

C2.2.7 training.

C2.2.8 integration with current systems
€2.2.9 productivity.

€2.2.10 working practices and company
policies.

Unit 3

Learning aim B: Explore website design
skills and techniques to meet client
requirements.

B1 Website design * Creating wireframes:
o wireframing tools, to include: - sketching
on paper - graphic design software - UX
design software - wireframing app o
wireframing techniques, to include: -
hierarchy of page elements - balance of
content - grouping elements - aligning

access levels, D2.1.3 backup and recovery
procedures, D2.1.4 passwords/multi-factor
authentication, D2.1.5 biometrics, D2.1.6
physical access control, D2.1.7 digital
certificates.

D2.2 Features and functions of using
antivirus sof tware to protect data.

D2.3 Features and functions of using
firewalls to protect data.

D2.4 Featuresand functions of encryption
methods to protect: D2.4.1 stored data
D2.4.2 data during transmission.

D2.4.3 data in secure websites (HTTPS).
Unit 3

B2 Asset management techniques -
Creating assets: o writing headlines and
copy, to include: - short sentences - short
paragraphs - avoiding jargon - appropriate
mode of address o visual assets, to include:
- image editing techniques - image
manipulation techniques - vector graphic
drawing techniques. * Sourcing assets, o
include: o written copy o stock images o
icons o video. * Preparing assets, to
include: o trimming video o compression o
file formats. + Managing assets, to include:
o logical folder structure o naming
conventions.




elements - accurate dimensions. « Design
ideas: o visual style, to include: - colour
palette - branding - typography

Reviewing fitness for purpose: o quality, to
include: - clarity - detail o user experience
o meeting client requirements.

Summer Half Term 5

Half Term 6

Key Vocabulary/Reading Opportunities

E: Impact of using IT systems The
essential content topics require
understanding of the uses, issues and
implications of IT systems and their
impact on individuals and organisations.
E1 Online services Understand how the
features of online services are used to
meet the needs of individuals and
organisations.

El1.1 Features and implications of using
online services to support: E1.1.1 retail
E1.1.2 financial services.

E1.1.3 education and training.

E1.1.4 news and information.

E1.1.5 entertainment and leisure.

E1.1.6 booking systems.

E1.2 Uses, impact and implications for
individuals and organisations of: E1.2.1
transactional data.

E1.2.2 targeted marketing.

E1.2.3 collaborative working, E1.2.4 remote
working.

E2 Using and manipulating data
Understand the uses, processes and

Unit 3

C3 Testing * Functionality testing: o test
plan o areas, to include: - links - user
interactivity - responsive to different
screen sizes. * Usability testing: o user
testing audit o areas, to include: -
accessibility - logical navigation - clarity of
information - user experience.

Social media
Facebook
Twitter

Google Analytics
Tweet Reach

Online Community Building




implications for individuals and
organisations of accessing and using data
and information in digital form.

E2.1 Sources of data: E2.1.1 primary,
E2.1.2 secondary.

E2.2 Methods of ensuring reliability of
information.

E2.3 Methods of collecting data and
opinions: E2.3.1 survey, E2.3.2
questionnaire, E2.3.3 focus groups, E2.3.4
interview.

E2.4 Reasons for ensuring data accuracy.
E2.5 Methods of ensuring data accuracy:
E2.5.1 verification, E2.5.2 validation.

E2.6 Characteristics and considerations of
user interfaces for data collection and
processing systems: E2.6.1 ease of use,
E2.6.2 accessibility, E2.6.3 error
reduction, E2.6.4 functionality, E2.6.5
performance, E2.6.6 compatibility.

F: Issues The essential content topics
require understanding of the concepts,
impacts, and implications of moral, ethical
and legal issues relating to the use of IT
systems.

F1 Moral and ethical issues- Understand
the moral and ethical factors and
implications of using information
technology for individuals and
organisations.

F1.1 Moral and ethical factors and
implications of the use of information




technology: F1.1.1 privacy, F1.1.2
environmental impact, F1.1.3 unequal access
to information technology, F1.1.4 access to
assistive technology, F1.1.5 online
behaviour and netiquette, F1.1.6
acceptable use policies.

F2 Legal issues Understand the legal
issues relating to the use of IT systems,
and the implications for individuals and
organisations.

F2.1 Role and impact of current legislation
in protecting IT systems, users and their
data from attack and misuse: F2.1.1
computer misuse legislation.

F2.1.2 copyright, designs and patents
legislation.

F2.1.3 copyright regulations (computer
programs).

F2.1.4 health and safety and display screen
equipment regulations.

F2.1.5 data protection legislation.

All components will be covered.

Unit 3

Learning aim C: Develop a website to meet
client requirements.

C1 Common tools and techniques to
produce a website *+ Hypertext Markup
Language (HTML): o navigation, fo include:
- menus - internal and external links -
anchors

adding content, to include: - fext - images
- video - tables of information o forms. -




Cascading Style Sheets (CSS): o styling, to
include: - colour - web typography - text
formatting - links and buttons - tables -
forms o page layout, to include: - CSS box
model - responsive layouts, to include: %
CSS media queries « layout tools. -
Function of JavaScript in website
development, to include: o displaying
images: - sliders - gallery o displaying
information: - accordion - tabs - modal box
- filtering information o animation: - hover
effects - transitions - animated logo -
motion o search functionality o shopping
cart o interactive maps o video, fo include:
- controlling video - video backgrounds.

C2 Website development processes *
Accessibility: o features, to include: -
alternative tags - zoom features - text-to-
speech o standards, to include: - Web
Content Accessibility Guidelines (WCAG) -
World Wide Web Consortium (W3C)
standards - HTML5 standards o semantic
HTML. - Consideration of search engine
optimisation. * Self-review: o areas for
consideration: - quality in comparison to
similar websites - suitability for audience
and purpose - meeting client requirements
- legal and ethical constraints -
consistency - readability * Publishing the
website.




Year 12

Wider learning experiences to support
this subject.

Learning Characteristics instilled in the
curriculum

Career Opportunities

Online BTEC Level 3 IT Textbook - AAQ

YouTube tutorials for the software
applications.

Off-site business visits

On-site guest speakers

Case study resource bank

Links to employability programme

Confidence
The subject allows for a significant
development of general knowledge.

Development of the use of software
applications including PowerPoint, word,
access, excel, website development
software, app development software and
design software.

Developing the use of business and IT
software to communicate in today's
society.

Positive

Development of transferable skills
including interpersonal skills,
communication skills and independence.

Respectful

The students have to work independently
and as feams which means they have to be
respectful of each other's work and offer
debate on various topic areas. This allows
for a tolerance of other people's views and
opinions.

e Work experience
e University visits

These interactive opportunities bring the
subject fo life and allow an exciting
variety in teaching and learning delivery.
It also ensures that different learning
styles can be incorporated into the varied
delivery.

The above exampled allow access to many
potential future career paths, with many
students choosing the subject in FE, HE
and for career opportunities in the future.




Metacognition Methods applied in Teaching

e Consolidation exercise at the beginning of every lesson to revisit prior learning.

e Give sufficient thinking time during discussions.

e Split topics into appropriate chunks depending on student ability to reduce cognitive overload.

e Variation of teaching styles

o Discussion of solutions and the various approaches to problems to find the most efficient method.
e Modelling of extended questions

e Modelling of coursework activities

e Independent learning tasks.

e Wider reading through the online textbook and youtube tutorials.




